UECTEL

RG50xQ&RM5xxQ Series
QMAP Multiple Data Call
Application Note

5G Module Series
Version: 1.0
Date: 2022-09-16

Status: Released




nuEeEcCcrTed 5G Module Series

At Quectel, our aim is to provide timely and comprehensive services to our customers. If you
require any assistance, please contact our headquarters:

Quectel Wireless Solutions Co., Ltd.

Building 5, Shanghai Business Park Phase lll (Area B), No.1016 Tianlin Road, Minhang District, Shanghai
200233, China

Tel: +86 21 5108 6236

Email: info@quectel.com

Or our local offices. For more information, please visit:
hitp://www.quectel.com/support/sales.htm.

For technical support, or to report documentation errors, please visit:
http://www.quectel.com/support/technical.htm.
Or email us at: support@quectel.com.

Legal Notices

We offer information as a service to you. The provided information is based on your requirements and we
make every effort to ensure its quality. You agree that you are responsible for using independent analysis
and evaluation in designing intended products, and we provide reference designs for illustrative purposes
only. Before using any hardware, software or service guided by this document, please read this notice
carefully. Even though we employ commercially reasonable efforts to provide the best possible
experience, you hereby acknowledge and agree that this document and related services hereunder are
provided to you on an “as available” basis. We may revise or restate this document from time to time at
our sole discretion without any prior notice to you.

Use and Disclosure Restrictions

License Agreements

Documents and information provided by us shall be kept confidential, unless specific permission is
granted. They shall not be accessed or used for any purpose except as expressly provided herein.

Copyright

Our and third-party products hereunder may contain copyrighted material. Such copyrighted material
shall not be copied, reproduced, distributed, merged, published, translated, or modified without prior
written consent. We and the third party have exclusive rights over copyrighted material. No license shall
be granted or conveyed under any patents, copyrights, trademarks, or service mark rights. To avoid
ambiguities, purchasing in any form cannot be deemed as granting a license other than the normal
non-exclusive, royalty-free license to use the material. We reserve the right to take legal action for
noncompliance with abovementioned requirements, unauthorized use, or other illegal or malicious use of
the material.
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Trademarks

Except as otherwise set forth herein, nothing in this document shall be construed as conferring any rights
to use any trademark, trade name or name, abbreviation, or counterfeit product thereof owned by Quectel
or any third party in advertising, publicity, or other aspects.

Third-Party Rights

This document may refer to hardware, software and/or documentation owned by one or more third parties
(“third-party materials”). Use of such third-party materials shall be governed by all restrictions and
obligations applicable thereto.

We make no warranty or representation, either express or implied, regarding the third-party materials,
including but not limited to any implied or statutory, warranties of merchantability or fithess for a particular
purpose, quiet enjoyment, system integration, information accuracy, and non-infringement of any
third-party intellectual property rights with regard to the licensed technology or use thereof. Nothing herein
constitutes a representation or warranty by us to either develop, enhance, modify, distribute, market, sell,
offer for sale, or otherwise maintain production of any our products or any other hardware, software,
device, tool, information, or product. We moreover disclaim any and all warranties arising from the course
of dealing or usage of trade.

Privacy Policy

To implement module functionality, certain device data are uploaded to Quectel’s or third-party’s servers,
including carriers, chipset suppliers or customer-designated servers. Quectel, strictly abiding by the
relevant laws and regulations, shall retain, use, disclose or otherwise process relevant data for the
purpose of performing the service only or as permitted by applicable laws. Before data interaction with
third parties, please be informed of their privacy and data security policy.

Disclaimer

a) We acknowledge no liability for any injury or damage arising from the reliance upon the information.

b) We shall bear no liability resulting from any inaccuracies or omissions, or from the use of the
information contained herein.

c) While we have made every effort to ensure that the functions and features under development are
free from errors, it is possible that they could contain errors, inaccuracies, and omissions. Unless
otherwise provided by valid agreement, we make no warranties of any kind, either implied or express,
and exclude all liability for any loss or damage suffered in connection with the use of features and
functions under development, to the maximum extent permitted by law, regardless of whether such
loss or damage may have been foreseeable.

d) We are not responsible for the accessibility, safety, accuracy, availability, legality, or completeness of
information, advertising, commercial offers, products, services, and materials on third-party websites
and third-party resources.

Copyright © Quectel Wireless Solutions Co., Ltd. 2022. All rights reserved.
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1 Introduction

Quectel 5G RG50xQ series and RM5xxQ series modules support mapping between Multi-PDN and VLAN
to achieve multiple data call, meeting the demands of data service isolation.

This document illustrates the detailed configuration steps and matters warranting your attention related to
QMAP multiple data call based on the specific application scenario.

1.1. Applicable Modules

Table 1: Applicable Modules

Module Series Module
RG500Q Series
RG50xQ RG501Q-EU

RG502Q Series
RM500Q Series

RM502Q-AE
RM5xxQ
RM505Q-AE

RM510Q-GL
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2 Multiple Data Call Configurations

2.1. Application Scenario

Quectel QMAP Multi-PDN data call feature can be used to perform multiple data calls by connecting,
mapping and binding several VLANs and several different PDNs, thus, implementing data service
isolation. The application scenario is shown below:
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Figure 1: QMAP Multi-PDN Application Scenario

2.2. Configuration Steps

This chapter takes the application scenario mentioned in Chapter 2.1 as an example to list the
configuration steps both on the module and the host.

2.2.1. Module Configurations

1. Configure APN

Configure the required APN with AT+CGDCONT. For details of the AT command, see document [1].
The application scenario in Chapter 2.1 has three profiles. This section takes configuring APNs to
ctnet, apn5 and apn6 as an example:
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AT+CGDCONT=1,"IPV4V6","ctnet"
AT+CGDCONT=5,"IPV4V6","apn5"
AT+CGDCONT=6,"IPV4V6","apn6"

H NOTE \

Special APNs, such as IMS and SOS, cannot be used for data call.

2. Check APN Configurations

Check APN configurations with AT+CGDCONT?. For details of the AT command, see document [1].

Example:

AT+CGDCONT?

+CGDCONT: 1,"IPV4V6","data","0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0",0,0,0,0,,,,,,,,,"™,,,,0
+CGDCONT: 5,"IPV4V6","apn5","0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0",0,0,0,0,,,,,,,,,"",,,,0
+CGDCONT: 6,"IPV4V6","apn6","0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0",0,0,0,0,,.,.,,,,,"",,,,0
OK

3. Enable Ethernet NIC (PCle or RGMII NIC)

1) If RGMIlI NIC is used, execute AT+QETH="rgmii","ENABLE",0 without specifying data call
parameters.

2) If PCle NIC is used, first set PCle to RC mode with AT+QCFG="pcie/mode”,1 and then set
Ethernet driver to be loaded when the module is booting with AT+QETH="eth_driver","r8125" 1
(take PCle RTL8125 driver as an example).

For details of the AT commands, see document [1].

H NOTE \

RGMII NIC is only supported on RG50xQ series module.

4. Configure Ethernet VLAN

The module reboots automatically when you enable the first Ethernet VLAN. After the module is
rebooted, you can enable other VLANs and the module will not reboot. Up to 4 VLANs can be enabled
at the same time. VLANO of the module indicates the physical default LAN interface that cannot be
disabled rather than a VLAN. Then you can enable and configure 2 more VLANSs as presented below.

RG50xQ&RM5xxQ_Series_ QMAP_Multiple_Data_Call_Application_Note 8 /13



nuEeEcCcrTed 5G Module Series

For details of the AT command, see document [2].

Enable Ethernet VLAN2:
AT+QMAP="vlan",2,"enable",1

Enable Ethernet VLANS:
AT+QMAP="vlan",3,"enable",1

5. Configure QVMAP Multiple Data Call Rules

The module supports querying or configuring QMAP multiple data call rules with
AT+QMAP="MPDN_rule". For details of the AT command, see document [2].

1) Map the first data call rule (<rule_num>=0) to the physical LAN interface (<VLAN_ID>=0),
enable IPPT mode and automatic connection, and then allocate the public IP address to the
device whose MAC address is "00:0e:¢c6:67:78:02":

AT+QMAP="MPDN_rule",0,1,0,1,1,"00:0e:c6:67:78:02"
2) Map the second data call rule (<rule_num>=1) to VLAN2 (<VLAN_ID>=2), enable IPPT mode

and automatic connection, and then allocate the public IP address to the device whose MAC
address is "00:0e:¢c6:67:78:02":

AT+QMAP="MPDN_rule",1,5,2,1,1,"00:0e:c6:67:78:02"
3) Map the third data call rule (<rule_num>=2) to VLAN3 (<VLAN_ID>=3), enable IPPT mode and

automatic connection, and then allocate the public IP address to the device whose MAC address
is "00:0e:c6:67:78:02":

AT+QMAP="MPDN_rule",2,6,3,1,1,"00:0e:c6:67:78:02"

4) Query the configured multiple data call rules.

AT+QMAP="MPDN_rule"
+QMAP: "MPDN_rule",0,1,0,1,1
+QMAP: "MPDN_rule",1,5,2,1,1
+QMAP: "MPDN_rule",2,6,3,1,1
+QMAP: "MPDN_rule",3,0,0,0,0

OK

H NOTE \

If automatic connection in a QMAP data call rule is disabled, you can start a data call manually with
AT+QMAP="connect" after all configuration items have been configured.
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6. Query Multiple Data Call Status and Whether IPPT Mode is Enabled

The module supports querying QMAP multiple data call status and whether IPPT mode is enabled
with AT+QMAP="MPDN_status".

AT+QMAP="MPDN_status"
+QMAP: "MPDN_status™,0,1,1,1
+QMAP: "MPDN_status™,1,5,1,1
+QMAP: "MPDN_status",2,6,1,1
+QMAP: "MPDN_status",3,0,0,0

OK

2.2.2. Host Configurations

Add 3 VLANs and check MAC address. Then obtain the corresponding IP address and other
configurations of each VLAN interface through dhcp client.

1. Load VLAN module by executing the following command:

modprobe 8021q

2. Reboot NIC and configure MAC address by executing the following command:

sudo ifconfig eth1 down
sudo ifconfig eth1 hw ether 00:0e:¢c6:67:78:02 up

3. Add 2 VLANs (<VLAN_ID>=2 and 3) for eth1 by executing the following command:

sudo vconfig add eth1 2
sudo vconfig add eth1 3

4. Obtain dynamic IP address of each VLAN interface through dhcp client by executing the following
command:

sudo udhcpc -i eth1
sudo udhcpc -i eth1.2
sudo udhcpc -i eth1.3

RG50xQ&RM5xxQ_Series_ QMAP_Multiple_Data_Call_Application_Note 10 /13



nuEeEcCcrTed 5G Module Series

2.3. Matters Warranting Attention

1. Check whether APN is configured correctly with AT+CGDCONT?. Special APN cannot be used for
data call.

2. If the module fails to access the wide area network, check data call status first. If the data call failed,
check network connection.

3. Check whether VLAN interface has obtained IP address (IP address can be obtained automatically
with udhcpc or another dhcp client. You can also configure the IP address manually).
4. View routing table with route -n.

1) Executing udhcpc obtains IP address of each NIC, and also adds the obtained IP address to
default router. So, multiple default routers are added after you execute udhcpc on several NICs
for several times. Example:

Table 2: Linux IP Routing Table

Destination Gateway Genmask Flags Metric  Ref Use Interface
default 10.47.2.16 0.0.0.0 UG 0 0 0 eth1.3
default 10.46.11.45 0.0.0.0 UG 0 0 0 eth1.2
default 10.46.214.249 0.0.0.0 UG 0 0 0 eth1
10.46.214.0 - 255.255.255.0 U 0 0 0 eth0

2) Only one default router is effective. If there are several default routers, you can delete the default
routers and add a new default router. After the default router is configured, all data without
specified static router will be sent from the default router.

You can delete default routers with the following commands. Example:

route del default /IDelete the first default router
route del default /IDelete the second default router
route del default /IDelete the third default router

You can add a default router by applying the following two methods:
A. Add a default router with route add default gw <gateway_address> dev <interface>.

Take adding eth1.3 to default router as an example (gateway address can be obtained from
dhcp client):
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route add default gw 10.47.2.16 dev eth1.3

B. Automatically add a default router. For example, when executing udhcpc -i eth1.3 to obtain
IP address, eth1.3 will be automatically added to default router.

3) To switch a data call connection, you should manually re-configure default router.

If multiple data calls are all successfully established, but only one data call connection can access the
wide area network, check whether reverse path filtering is enabled and disable it if it is enabled. You
can query whether reverse path filtering is enabled with the following command:

cat /proc/sys/net/ipv4/conf/ethO.x/rp_filter
cat /proc/sys/net/ipv4/conf/all/rp_filter
The module reboots automatically when

1) you enable the first VLAN with IPA feature or disable the last VLAN.
2) you change the LAN/VLAN interface bound with the default QMAP data call or delete the bound
VLAN interface from the default QMAP data call.

H NOTE \

1.
2.

By default, the default QMAP data call is the first data call (<rule_num>=0).

The default QMAP data call is bound to the physical LAN interface (VLANO) by default. If you want to
change the LAN interface bound to a VLAN interface, the configuration takes effect after the module is
rebooted.

If you remove the VLAN interface bound to the default QMAP data call rule, the default QMAP data
call rule automatically re-binds to the physical LAN interface, and the configuration takes effect after
the module is rebooted.
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3 Appendix References

Table 3: Related Documents

Document Name

[11 Quectel RG50xQ&RM5xxQ_Series AT_Commands_Manual

[2] Quectel RG50xQ&RM5xxQ_Series AT+QMAP_Command_Manual

Table 4: Terms and Abbreviations

Abbreviation

APN

DHCP

IP

IPA

IPPT

IMS

MAC

NIC

PCle RC

PDN

RGMII

VLAN

VolP

Description

Access Point Name

Dynamic Host Configuration Protocol
Internet Protocol

IP Accelerator

IP Passthrough

I[P Multimedia Subsystem

Medium Access Control

Network Interface Card

PCI Express Root Complex

Packet Data Network

Reduced Gigabit Media Independent Interface
Virtual Local Area Network

Voice over Internet Protocol
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